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 Ready or not—it is time to change your CIITS password.  It seems as if we hear 
almost daily about a new case of stolen data, and we know that password changes are 
a recommended way of dealing with cyber security.  Changing your password makes 
sure that if a password does get stolen, there will be a limit to how long the attacker can 
access your account. 
 

 With those thoughts in mind, KDE is implementing a new password policy for 
CIITS, and it will go into effect on May 20.  This new policy doesn’t just require a 
change, it has some new guidelines that we must follow when making the change to our 
password:   
 

 The password must be at least 8 characters in length. 

 You must use a minimum of 2 special characters from the following list: 
 ! @ # $ % ^ & * ( ) _ + { } | " : ? > < , . / ; ' [ ] \ - = ` ~ . 

 You may use a maximum of only 2 repeating characters.  (NOTE:  The QRC mentions “no 

more than 3 of the same character in a row,” but you would be safe using two in light of the discrepancy.) 
 A password can only be reused after 5 password changes (you can’t just use two 

passwords and switch them back and forth!). 

 Your account will be locked for 2 hours after 5 incorrect login attempts. 

 When the new policy goes into effect, any user attempting to login with a 
password older than 120 days will be prompted to enter a new password.   

 

 With all that educators deal with on a daily basis, keeping up with passwords can 
get troublesome.  Some common suggestions for creating strong passwords that you 
will remember include:  use phrases, combine two or more small words to make a 
compound word, use an acronym, etc.  In addition, KDE has one of its helpful KDE 
Tech Tips that addresses the issue of “Choosing the Right Password,” and this can be 
found at the KDE Media Portal at:   
http://mediaportal.education.ky.gov/technology/tech-tips-technology/2015/02/choosing-

the-right-password/ 
 

 Additional information about changing your CIITS password can be found on the 
CIITS homepage, and on a: 

 Quick Reference Card: 
http://education.ky.gov/districts/tech/ciits/Documents/SN%20QRC-

Password_Change_RequirementsLKRu.pdf 
 This document walks you through the process of entering a new password. 

 Video: 
http://media.education.ky.gov/video1/Web1/Password_Change_Requirements.mp4 

 The video provides information on changing passwords, plus it shows someone actually  
      changing the password. 
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